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ABSTRACT
This document describes the discovery of a LAWN (Large Accidental
Wireless Network), an artifact or byproduct that emerges from the unintended
but collective effect of the behavior of a group of independently-acting
individuals. A LAWN is a high-speed wireless computing network that emerges if
there is a high enough density of open and unsecured wireless access points in
some area. It can extend throughout a neighborhood and is open for access or
exploitation by any resident or casual passerby who chooses to connect to it. As
such, it enables anyone with fairly inexpensive and rudimentary computing
equipment the ability to connect to the Internet at high speed and no cost. With
these characteristics, a LAWN might be used by a municipal government as the
infrastructure to create a “wireless city”, a movement that is becoming quite
popular in metropolitan governments in the United States.
Data were collected about access points in three areas of a large American
West Coast city to determine if the small isolated access points that are known to
exist in individual homes are evolving into large “wireless clouds” that can
encompass entire neighborhoods. An analysis shows that such LAWNs are
evolving, and that there is a relationship between the density of each LAWN and
the socio-economic level of the neighborhood, demonstrating the existence of
another form of “digital divide”.
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INTRODUCTION
This document describes a research
project that shows, in the area of residential
high-speed wireless computer networks, the
uncoordinated and unintentional actions of
individuals can lead to group behavior that
results in unexpected outcomes.
The
unexpected outcome described herein is
labeled a “large accidental wireless network”,
or LAWN. It will be shown that, if a LAWN
exists in a neighborhood, it can provide
broadband Internet access to all residents
within that neighborhood, as well as casual
passersby, regardless of their individual
demographic characteristics.

A LAWN is created when enough
individuals in a geographic area purchase high
speed wireless computer networking devices
(generally 802.11* devices, hereafter called
“Wi-Fi access point nodes”, or APs, referring
collectively to 802.11a, 802.11b, 802.11g, and
other related wireless network protocols) and
make
them,
either
accidentally
or
intentionally, available for connection to
outsiders. This is a common occurrence when
those installing the Wi-Fi APs are either not
sophisticated enough to implement the built-in
security systems of the devices they have
purchased (Arbaugh 2002; Vichr and Malhotra
2003), or intentionally leave their APs open to
outside connections. In many cases, users may

CONTRIBUTION
This paper makes several contributions to IS research and practice. With regard to IS
research, it is the first paper to document the existence of LAWNs. The LAWN artifact may
provide distinct and separate avenues for IS research related to: universal Internet access,
home wireless network security, user interface design for unsophisticated users,
social/residential impacts of wireless networks, governmental support of ubiquitous Internet
access, a “wireless digital divide”, unintended group/macro behavior resulting from individual
actions, and “wireless cities”.
This paper is perhaps even more relevant to IS practice, as the concept of LAWNs could
fundamentally change the way that large numbers of home computer users (particularly those
who are poorer and/or are less computer literate) access the Internet. This fundamental change
can occur if Internet Service Providers and some level of government promote both: 1) the
sharing of Internet bandwidth paid for by an individual ISP subscriber, and 2) some general
form of security can be implemented across numerous individual residential wireless access
points. Both of these changes are possible to implement primarily through policy changes and
do not require large investments in computer hardware, software, or networks. This will
directly impact IS practices related to: residential access to the Internet/e-commerce/egovernment, user interface design of home networking hardware and software, user
knowledge of network security, ability of knowledge workers to telecommute, and residential
Wi-Fi owners ability to intentionally provide free and open Internet access via their own
wireless networks (Leary, 2005).
As this is the first research project detecting and investigating the LAWN phenomenon,
only preliminary results have been gathered. These results do show, however, that stable
LAWNs exist in some residential areas (more likely in areas of higher socio-economic status).
History of computing hardware and software also suggests that LAWNs will continue to
evolve and expand, resulting in a greater impact of all of the aforementioned IS topic areas.
Due to a LAWN‟s ability to provide free, widespread, high-speed, wireless access to the
Internet, this research is most likely to be of interest to IS researchers working in the areas of:
wireless networks, social impacts of computing, group behavior, user interface design,
network security, and “digital divides”. It is most likely to be of interest to IS practitioners
working in the areas of: user interface design of Wi-Fi hardware/software, network security, ecommerce, and e-government.
The term “LAWN” is needed because there is currently no appropriate or equivalent
definition or even description of the concept that portrays the large wireless networking
infrastructure that arises as a byproduct of individual residential wireless access points.
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not even change the default SSID (“Service
Set Identifier, or the “casual network name”)
of their AP. Anyone who wishes to connect to
an AP must know its SSID, but this is not at all
difficult to find out; in fact, common network
sniffing software and popular PC operating
systems do this automatically. There are also
network performance ramifications of these
types of networks; those performance issues
are related to instability inherent in the
network (Aditya, Glenn, and Srinivasan 2005).
These performance issues may be the outcome
of the construction of such a wireless network
that has been implemented without any
thought to standards, protocols, quality of
service, or network stability (Agarwal,
Norman, and Gupta 2004). Regardless, such
open networks are likely to become more
popular in the future as legal and economic
constraints are overcome (Benkler 2002).
Note, however, that connecting to an
unprotected network may be illegal, depending
on the laws in place at the location of the
wireless network node (Kagan, 2007). This
research project did not attempt to assess the
legality of connecting to a LAWN; the only
focus of the research project was to assess the
ability of a LAWN to provide the
infrastructure of a neighborhood-wide wireless
network.
The basis of this research project was to
collect data about the existence and density of
LAWNs around the city of San Francisco,
California. Data about APs was collected in
three
different
socio-economic
level
neighborhoods within San Francisco city
limits.
The collected data supported an
analysis related to the geographic density and
to other characteristics of the detected APs in
each neighborhood. Conclusions are then
drawn about the density of the LAWNs that
were found in each neighborhood, and the
relationship between LAWN density and the
socio-economic level of those neighborhoods.

CHARACTERISTICS OF A LAWN
This section describes the network
characteristics of a LAWN and why those
characteristics
are
relevant.
The
characteristics under consideration are: 1)
peer-to-peer communication, wherein a subset
of the network nodes could be 2) mobile, and
the ability to connect to the network is

continuous over some geographic range due to
the 3) ubiquity of the network infrastructure
nodes. Note that this does not imply that
every or any node in the network
communicates in a peer-to-peer fashion, is
fully mobile, or that nodes are ubiquitous
throughout the network.
However, by
specifying exactly which parts of the network,
including network exploiters, have each of the
three characteristics, one can predict the
evolution of LAWNs and begin to foresee the
interesting phenomena that accompany them.
In this research project, the term
“evolution” with regard to LAWNs refers to
the progressive proliferation of wireless access
points within a neighborhood. That is, what
could ultimately become a LAWN starts with
the very first neighborhood resident installing
an unsecured home wireless computer
network. That person creates a small 100meter pocket of wireless connectivity around
their wireless network node. Over time, as
prices drop and more nearby residents install
unsecured wireless network nodes, other
pockets of wireless connectivity arise. Given
enough time, these pockets of wireless
network connectivity can form close enough to
one another so that gaps in coverage between
them eventually disappear (See Figure 1). In
the extreme case, every single neighborhood
resident could install an unsecured wireless
network node.
If their residences were
geographically close enough, the highest
density LAWN would arise. This simple
description shows how a LAWN could evolve
from a neighborhood with no residential
wireless network nodes (as all residential
neighborhoods once were) to possibly, a
neighborhood with pockets of wireless
connectivity, all the way to complete wireless
connectivity throughout the neighborhood, or a
neighborhood-wide LAWN.
Peer-to-peer
A typical Wi-Fi network consists of a
designated AP and several associated client
devices such as desktop computers, laptops, or
even PDAs. The AP acts as a central hub for
all
communication,
and
all
data
communication coming into, going out of, or
simply traversing this type of network must
pass through the central AP. This type of
network architecture is called point-to-multi-
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LAWN: Early Stage

LAWN: Middle Stage

LAWN: Complete

Figure 1. Evolution of a LAWN over time
point wherein the central AP is the point and
the other network devices are the multi-points
(Sankaranarayanan 2007).
A fundamentally different type of
network architecture is called a mesh. In a
mesh network, client devices not only connect
to APs, but also function as hopping point
APs, thereby acting as network infrastructure
nodes within the network itself (Hiertz et al.
2006). Any node can communicate directly
with any other node because every node is also
acting as a network infrastructure point. This
type of network architecture is called
multipoint-to-multipoint (Hiertz et al. 2006).
Consequently, if the LAWN network
infrastructure is viewed from the perspective
of a mobile LAWN exploiter, it may appear as
a large mesh network even though it is not,
where the mobile LAWN exploiter‟s network
connection might hop from one AP to another
depending on signal strength, vicinity, channel
availability, and interference.
The set of network 802.11 protocols
used in wi-fi networks is governed by the
IEEE (Institute of Electrical and Electronics
Engineers, 2008), an international non-profit
organization dedicated to the advancement of
electric and electronic technologies. One of
the IEEE newer standards related to wi-fi
networks is labeled 802.11u, and focuses
specifically on networks where those wishing
to connect to the network are not preauthorized. In most wi-fi network situations,
users have been vetted in some what so that
those in charge of the network have some
knowledge of the users‟ hardware devices,
software tools, and payment process. The
802.11u protocol is meant for those situations
exactly described in this document, where
some end-user wishes to connect to the
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wireless network, but has no pre-defined
relationship with any network administrator.
The concept of LAWNs is so new that the
associated IEEE 802.11u protocol governing
network connectivity in situations like
LAWNs is only currently (circa 2008) in the
proposal stage.
Mobile
Prior to a discussion of mobile
computing networks, it is necessary to clarify
exactly what parts of the network are mobile.
In a cellular telephone network, it is assumed
that all end-user nodes are or can be mobile,
but that the elements of the enabling
infrastructure (i.e., the cellular telephone
towers and associated networking hardware)
that support those mobile end-users are not
mobile. In an office or residential high-speed
wireless computer network using the 802.11*
protocols and architecture, it is again assumed
that at least some subset of end-users is mobile
(e.g., through use of a laptop computer that is
not physically cabled to the network and may
move around within the geographic range of
the wireless network). However, in this type
of network, it can also be assumed that some
subset of end-users is not mobile (e.g., through
use of a desktop computer that is not
physically cabled to the network, does not
move around within the geographic range of
the wireless network, yet connects wirelessly
to the network). In these networks of APs, it is
again assumed that the elements of the
enabling infrastructure (i.e., the 802.11* AP
devices) that support those mobile and
stationary end-users are themselves not
mobile. For the purposes of this research
project, there was no assumption made about
the types of devices that might connect to the
LAWN. Such devices could be but certainly
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would not be limited to: desktop computers
located in the homes of residents who do not
have a wireless network router, laptop
computers carried by passersby who might sit
on a park bench and connect to the LAWN, or
even Internet-enabled cellphones carried by
those passing through the LAWN. Allowing
Internet-enabled cellphones to connect via a
LAWN and then be used to make Voice-overIP phone calls could substantially alter the way
that telecommunications companies supply
and monetize cellular telephony.
It is possible to construct a high-speed
wireless data communication network in
which all elements of the enabling network
infrastructure and every node within it is
mobile.
This type of network generally
requires for each node a mobile platform such
as a laptop computer or its equivalent. Such a
network also typically requires special data
communication protocols that allow each node
to connect directly to any other node that is
within geographic range of its wireless radio.
When implemented in this manner, this type of
network can be purely mobile, and for
example, be used to connect a set of users in
an ad hoc manner. Such a network is called a
MANET, or Mobile Ad hoc NETwork (Ruiz et
al. 2006). The network is constructed by
initiating one node, then having subsequent
nodes appear and automatically and
autonomously connect to the existing network.
If no one node is in control of the data
communication within the network, then it is
an example of a mesh network. Wireless mesh
networks with these characteristics (wireless
and with no centralization of control) are
currently the most “pure” form of peer-to-peer
mobile networks. This is so because they do
not require any centralized network control
and can be so mobile that they can even be
implemented in a set of automobiles moving
on a road at highway speed (Beckman et al.
2003).
Ubiquitous
Until recently, the characteristic that
most held back the evolution of LAWNs is
that of ubiquity of network infrastructure
nodes. The ability to create peer-to-peer
networks has been available for many years
via implementations of the AODV protocol
and more recently, the MIT Roofnet project

(Bicket et al. 2005). The same applies to the
ability to create networks of mobile nodes. In
fact, the One Laptop Per Child project put
forth by MIT‟s Media Lab relies strongly on a
mesh-based network architecture (Rowell
2007). However, a LAWN requires a high
enough network infrastructure node density
that a LAWN exploiter could, within or
throughout some geographic area, either
connect at any point, or, if mobile, stay
continuously connected. The primary goal of
this research project was to determine if this
minimum AP density has currently been
reached in any, some, or all neighborhoods
under investigation.
With regard to LAWNs, the network
characteristic of ubiquity refers to the
omnipresence of the supporting network
infrastructure (the set of APs installed by
unsuspecting LAWN supporters), and not to
the omnipresence of LAWN exploiters. This
means that, for a LAWN to exist, the LAWN
exploiter must encounter a high enough AP
density that they can continuously connect to
the network (and in the most common case, to
the Internet) without gaps in coverage. If this
is not the case, then there is not true coverage
or
mobility
within
the
LAWN;
coverage/mobility is only possible within
some subset of the geographic area. Such a
situation would be similar to the “black holes”
that exist in cellular telephone networks
wherein users, even though they are within
their cellular network, cannot send or receive a
signal, perhaps due to buildings or terrain
features that block their ability to send or
receive cellular radio signals.
Therefore, if enough end-users (either
residential or commercial) in some geographic
area purchase APs and install them without
enabling some type of intrusion prevention
mechanism,
a
LAWN
will
evolve
automatically, autonomously, and inevitably.
Quite interestingly, this can happen without
the knowledge of any individual AP owner,
but can only happen through the (either
intentional OR unintentional) combined efforts
of the group of AP owners.

MOTIVATION FOR THE RESEARCH
The primary motivation for embarking
on this research project came as a result of
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several war-driving episodes. War-driving is
an activity in which one drives around an area
with a laptop computer (or similar device)
with an 802.11* wireless card and software
that can “sniff out” such 802.11* APs. One
can also attach a global positioning system
(GPS) unit to the hardware configuration to
enable geographic mapping of access points.
War-driving arose from the concept of
war-chalking, in which foot-bound users of
high-speed wireless data communication
networks would find accessible networks.
These networks could be accessible either by
accident or intention. When such a network
was found, the discoverer would then write
some cryptic but meaningful coded symbols
with chalk on a nearby building or other
structure, indicating the presence and relevant
characteristics of that network, including any
security information (if available). Ignorant
passersby would not know what the cryptic
symbols meant, but users “in the know” would
understand and be able to connect to that
wireless network.
The activity of war-chalking itself was
derived from a very similar process that arose
during the Great Depression in the United
States. At that time, hobos (indigent and
homeless travelers) would leave cryptic marks
on trees or houses for other hobos that would
identify nearby people or buildings that had
some relevance to their activities and/or
survival. One hobo might mark the house of a
person who was known to give free food or
sleeping quarters, or to mark the house of the
local police officer or sheriff. Other hobos
would then see and understand those cryptic
symbols and use that knowledge to their
advantage while “normal” citizens would be
oblivious to the presence, or at least ignorant
of the meaning, of those symbols.
With regard to the discovery of
LAWNs, after several war-driving events
wherein GPS mapping was also done it
became apparent that, within particular
neighborhoods, there were numerous APs that
had similar characteristics. The most relevant
characteristics were related to the brands of
APs installed and to the general level of
security that had been implemented on those
APs. After noticing that these characteristics
were similar or identical across many of the
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APs (Stevenson 2002; Synergy Research
Group 2004), the authors hypothesized that an
amorphous wireless cloud of connectivity
might appear.
Although large accidental
wireless networks began to form prior to this
discovery, it was this set of circumstances that
marked the discovery of LAWNs.
The
confluence of the limited number of hardware
manufacturers, greater affordability of home
wireless networks, and rise of war-driving,
were the enabling events that led to the
discovery of LAWNs. The final requisite
circumstance central to the rise of LAWNs
was a significant number of users who left
their home wireless computer networks
unsecured.
A secondary motivation for this research
project was to further explore the possibility
that LAWNs could complement wireless
municipal network initiatives in cities in the
United States (Gillett 2005).
The term
“wireless city” is becoming quite popular
within municipal governments in the United
States. A wireless city is one that provides
wireless connectivity to its citizens throughout
its entire geographic extent. The first attempts
at providing this service focused on a forprofit model wherein a city would contract
with a commercial entity and then pay over
time for that service, similar to a utility (City
of Philadelphia 2007). In one instance, a
consortium of commercial entities even
offered to create a wireless city free of charge
to the city (Kopytoff 2006).
However, it is becoming obvious that,
for a variety of reasons (mostly related to
financial cost) a for-profit model will
ultimately not be successful (Gardiner 2007;
Associated Press 2007; Courtney 2006). Quite
recently, the city of San Francisco became the
latest city to fail to complete a for-profit
solution for becoming a wireless city (Selna
2007). Shortly thereafter, a proposal was
made to use the LAWN concept identified in
this research paper as the underlying
infrastructure for San Francisco to become a
wireless city (Kim 2007). In fact, Joanna
Rees, U.S. chief executive of FON, a Wi-Fi
provider that encourages its users to share their
wireless signal, stated “This is a great
opportunity to create a people-powered Wi-Fi
sharing platform.” (Kim, 2007)
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These recent events in the funding,
partnering, and construction of wireless city
networks suggests that the for-profit model
may often not be the best approach for a local
municipality. This research project attempts to
further the knowledge of an alternate
mechanism for providing the wireless
infrastructure that could create a true wireless
city.

METHODOLOGY
After war-driving episodes led to the
indication
that
something
with
the
characteristics of a LAWN might exist, a
methodology was constructed to frame the
process for confirming its existence. The
methodology also included some steps that
would enable an estimated measure of the
geographic extent of the LAWNs as a function
of the security that was implemented in the
LAWN.
The methodology also included
actions that would allow a simple measure of
the relationship between the extent of the
LAWN and the socio-economic status of the
neighborhood in which the LAWN existed.
The
methodology required
first
constructing a unit capable of detecting and
locating standard Wi-Fi access points. This
unit consisted of a laptop computer connected
to an 802.11b Wi-Fi card and a GPS
geographic tracking unit. (The laptop used
was a Dell Inspiron with a 450 MHz CPU and
256 Megabytes RAM running Windows 2000
and NetStumbler 0.3.30 Wi-Fi detection
software (Milner 2003); the 802.11b card was
a Lucent Technologies Orinoco Gold unit
capable of a maximum of 11 Mpbs data
transmission and approximately 100 meters
transmission distance (Fleishman 2001); the
GPS unit was a Delorme Earthmate USB.)
This AP-detecting unit was then placed in an
automobile with one researcher driving and
another researcher monitoring the APdetecting unit to make sure that it was
functioning correctly. The automobile was
then driven for the same number of linear
miles through neighborhoods that were of
differing socio-economic status with the
detecting unit identifying each Wi-Fi AP and
recording its relevant characteristics. As much
as possible, the driver attempted to maintain a
constant speed of 20 miles per hour throughout
all neighborhoods. This was done both to

allow the network detector to have a better
chance of detecting wireless routers (by
driving at a slower speed) and to try reduce
any bias in later data analysis calculations that
might include time versus distance as a factor.
All three neighborhoods were comprised of
fairly similar housing types and lot sizes. No
attempt, however, was made to incorporate
into the data analysis the exact number of
housing units or lot sizes in each
neighborhood.

DATA COLLECTION
For each detected Wi-Fi node, the
NetStumbler
software
collected
AP
information at the first moment in time at
which the AP was detected. One record of
data items was stored for each identified AP;
those records were subsequently written to a
textfile for later processing. By default,
NetStumbler recorded the following data items
for each detected AP:

















MAC (Media Access Control) address
SSID
Network name
Channel
Vendor name
Type
Encryption
Signal strength
Noise level
Signal to noise ratio
Latitude
Longitude
Time first seen
Time last seen
Flag
Beacon interval

The only pieces of data that were highly
relevant to the LAWN concept were the: SSID
(to see if the AP owner had changed this from
the factory default), channel (to see if the AP
owner had changed this from the factory
default and to see if any one channel was more
commonly used), vendor name (to see if there
was a preponderance of APs from a small
number of vendors), encryption setting (to see
if the AP owner had changed this from the
most commonly used factory default of “no
encryption”), signal to noise ratio (to see if the
AP was actually strong enough to reasonably
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carry a signal), and latitude and longitude (to
indicate the general location of the detected
AP).

ANALYSIS
Existence of LAWNs
The first major data analysis involved
proving the existence of LAWNs, and
therefore required analyzing the density of
detected APs. For a LAWN, as defined in this
research project, to occur in a neighborhood,
there must exist a sufficient density of APs
such that there would be continuous wireless
network coverage in that neighborhood. There
are at least three ways to measure this density:
1) via direct measurement of the signal
strength of the nearest AP, 2) via an estimated
geographical radio range of each individual
AP, or 3) via the time (and therefore, distance)
overlap of detected APs.
The first method, direct measurement of
the signal strength of the nearest AP, requires
the network sniffer to be moved throughout
the neighborhood in an attempt to find points
where no wireless network coverage is found.
If no such points are found, complete LAWN
coverage exists throughout that neighborhood.
While this process will show conclusively that
there is wireless network coverage in all
geographic points, it also requires that all
geographic points be tested. Obviously, such
an exhaustive test is not possible, due to
matters related to issues such as terrain and
private property. Because this was the first
attempt and finding and measuring LAWNs,
“direct signal strength measurement” was not
used.
The second method mentioned above
for determining the existence of LAWNs, via
the density of geographic coverage of APs,
requires initially mapping each detected AP
onto the same geographic coordinate system.
Secondly an estimate must be made of the
effective radio range coverage of each AP.
Finally, this coverage map must be examined
to determine if every physical point in the
neighborhood is covered by the radio range of
some nearby AP. This method has a couple of
inherent problems. First, the NetStumbler
software only recorded the time and
geographic location of the first contact with an
AP. This does not specify the precise location
74

of the AP; only a triangulation process could
precisely identify the exact location of an AP
and hence the physical radio range coverage of
that AP.
Secondly, the estimate of the
physical radio range coverage of an AP is only
moderately precise. Such estimates are made
by manufacturers and are only generally
correct, and then only for some particular set
of measurement conditions (such as the local
occurrence of terrain features, weather,
buildings, people, etc.). Therefore, estimating
the physical radio range coverage of an AP is
very inexact, in that each AP would very likely
have a different connectivity range due to the
physical conditions that surround it. Because
of the several inaccuracies in applying this
process, the second data analysis method for
determining LAWN coverage was not used.
The third data analysis method
employed for determining the existence and
extent of LAWNs used the total number of
APs detected per mile. The standard deviation
between AP detection times can be used as a
supporting measure to remove the effects of
finding a large number of APs within a small
geographic area. Examining the standard
deviation between AP detection times is also
useful in reducing the likelihood that the
neighborhood would have many APs but not
have truly full coverage due to a high
concentration of APs in some small area of the
neighborhood. To mitigate the effects of
varying automobile speed on the standard
deviation between AP detection times, the
same linear street distance (4 miles) was
driven in each neighborhood, and an attempt
was made to drive at the same speed in each
neighborhood. The existence and density of
each LAWN was then calculated as the
number of APs detected per mile in that
neighborhood, and as a supporting measure,
the standard deviation of the amount of time
between detections.
Since the nominal
geographic radio range of an AP, as reported
by most AP manufacturers, is 100 meters
(0.0621 miles), an AP density greater than
1/0.0621, or about 16.1 unsecured APs/mile
would presume that a usable LAWN had
evolved in that neighborhood. In theory, an AP
density of ½ of 16.1 APs/mile would suffice
for a LAWN exploiter to connect anywhere,
but this presumes that the LAWN exploiter
would be able to connect right up to the very
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extreme ends (the last 100th meter, so to speak)
of each APs radio range. Since this is not
always likely to be possible, the value of 16.1
APs/mile was used, rather than ½*16.1
APs/mile, as the standard to measure against in
determining if a usable LAWN existed.

the LAWN” was operationalized as the
number of APs detected per mile and the
standard deviation between AP detection
times.

LAWN “Digital Divide”

Existence of LAWNs

The second major data analysis related to
the level of coverage of a LAWN in relation to
the socio-economic level of the neighborhood
that the LAWN covers.
This analysis
attempted to determine if there was a “digital
divide” effect related to the existence and
coverage of LAWNs. A digital divide is a real
or perceived gap between those individuals or
households that have access to new
information and communication tools and
those that do not (Chen and Wellman 2003;
Hudson 2006; OECD 2001). Specifically, the
goal of this part of the data analysis was to
determine if there was a consistent relationship
between the socio-economic status of a
neighborhood and its level of LAWN
coverage.
The issue of whether LAWN
density contributes to
socio-economic
development (Dutton et al. 2004) or just
mirrors it is not answered by this study.

Figure 2 below shows, for each
neighborhood, the total number of APs
detected per mile and the standard deviation
between consecutive AP detection times. The
total number of APs detected per mile ranged
from a low of 11.25 to a high of 48.25 while
the standard deviation between AP detection
times ranged from a high of 30 seconds to a
low of 9 seconds.

This analysis was performed by
examining the level of LAWN coverage for
each neighborhood and comparing that
coverage to the socio-economic level of each
neighborhood.
For this research project,
socio-economic level was operationalized as
the mid-point of the range in per-capita
income (San Francisco Planning Department
1999) for that neighborhood. Since this is the
first ever attempt at discerning “digital divide”
effects with regard to the existence of
LAWNs, only a simple X-Y scattergram was
constructed to show the relationship. This is
an example of a monotopical, or single factor,
measure of the digital divide (Barzilai-Nahon
2006).
The scattergram in Figure 2 illustrates
the relationship between the extent of the
LAWN coverage (both the total number of
APs detected per mile and the standard
deviation between AP detection times) as a
function of the per capita income of each
neighborhood. The concept of “the extent of

RESULTS

LAWN “Digital Divide”
Figure 2 shows a graph of the total
number of APs detected/mile and the standard
deviation of time between consecutive AP
detections, both in relation to the mid-point of
the per capita income range of each
neighborhood. As shown in Figure 2, the total
number of APs detected/mile ranges from a
low of 11.25 in the lowest per capita income
neighborhood to a high of 48.25 in the highest
per capita income neighborhood. The standard
deviation between AP detection time ranges
from a high of 30 in the lowest per capita
income neighborhood to a low of 9 in the
highest per capita income neighborhood.
Purely as a visual representation of the
impact of a LAWN, Figure 3 shows a
geographic map of the density of detectable
APs in neighborhood #3 (the neighborhood
with the highest mid-point per capita income
range value). As the map shows, almost every
block in this neighborhood has several
detectable APs (each AP is represented by a
small dark square next to a city street). In this
particular neighborhood, 100 of the 193
detected APs had no security mechanism in
place. This means that a LAWN exploiter
could easily get connected and/or stay
connected throughout the neighborhood, as no
password would be required to connect to
more than half of the available nodes, and the
AP density is significantly greater than that
needed to fully cover this neighborhood.
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Figure 2. LAWN extent vs. socio-economic level (as of February 2004)

Figure 3. LAWN access points in neighborhood #3 (as of February 2004)

CONCLUSIONS
This section of the paper presents
conclusions that have been drawn from the
results of the research project. These include
comments about the existence of LAWNs and
about the existence of a digital divide in the
presence of LAWNs.
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Existence of LAWNs
The data analysis shows that LAWNs
do exist, although not each of the
neighborhoods necessarily had the density of
APs that would support complete connectivity
and/or mobility within that neighborhood,
particularly when considering the number of
APs that had some form of security enabled.
Although using WEP security very likely
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removes the casual LAWN exploiter from
accessing the LAWN, it will not stop a serious
LAWN exploiter (Peckham, 2003).
Neighborhood #3, with the highest
density of nodes, was shown to be able to
support complete connectivity and mobility for
a LAWN exploiter. This is so because the
node density of neighborhood #3 is 48.25
APs/mile, counting all nodes, and 25 APs/mile
when nodes that had some type of security
implemented are removed from consideration.
Both of these values are well above the
minimum threshold of 16.1 APs/mile needed
to support full connectivity and/or mobility of
a LAWN exploiter.
Neighborhood #2, with the middle value
of node density, could possibly support full
connectivity and/or mobility of a LAWN
exploiter, as its node density was 17.5/mile.
However, this is barely above the minimum
threshold value of 16.1 APs/mile, and when
considering only those nodes with no security
implemented, the node density drops to 10
APs/mile. This is barely above the minimum
density required to support a LAWN exploiter
who might have to operate at the fringes of the
APs radio range value of 100 meters.
Therefore, it is unlikely that neighborhood #2
would currently be able to support a LAWN
exploiter at every geographic point throughout
the neighborhood.
Neighborhood #1, with the lowest
density of nodes, is highly unlikely to be able
to support complete connectivity and/or
mobility of a LAWN exploiter, as the set of
available nodes, at 11.25 APs/mile, is not
enough to cover every geographic point in the
neighborhood. Also, in that neighborhood, 10
of the 45 detected nodes had some type of
security in place, which reduces the effective
density of the LAWN by about 22%, to 8.75
unsecured nodes/mile, well under the
minimum threshold requirement of 16
nodes/mile.
In general, however, the prediction of
the spontaneous evolution of LAWNs is
shown to be correct. As more individuals
purchase and install home and commercial WiFi access points, the probability of the
emergence of more “complete coverage”
LAWNs increases. Ultimately, this research

project has shown that in some neighborhoods,
viable LAWNs already exist.
LAWN “Digital Divide”
LAWNs have evolved as a result of the
installation of individual residential high-speed
wireless computing network nodes that are not
set up securely. To the extent that LAWNs
persist beyond a transient phenomenon, they
represent a stratification of the "digital divide".
In this case, our research has shown that
individuals
in
higher
socio-economic
neighborhoods have greater access to LAWNS
while individuals in low/lower socio-economic
neighborhoods do not. Figure 2 shows this
relationship directly.
However, one effect that counteracts
this income-related result is that the percentage
of APs with security enabled also increases
with socio-economic level.
Security was
enabled in 22% (10 out of 45) of the detected
APs in neighborhood #1 (with the lowest midpoint per capita income level). Security was
enabled in 43% (30 out of 70) of the detected
APs in neighborhood #2 (with the middle midpoint per capita income level).
Finally,
security was enabled in 48% (93 out of 193) of
the detected APs in neighborhood #3 (with the
highest mid-point per capita income level).
From a societal perspective, this
particular digital divide effect is interesting
because wireless communication is often
perceived as one possible solution in
overcoming the more fundamental “digital
divide”
that
distinguishes
broadbandconnected communities from less-connected
communities that are more prevalent amongst
rural and lower income populations. It is also
interesting because many cities in the United
States have begun projects to provide full
wireless
coverage
throughout
their
municipalities.
Our research shows that,
notwithstanding any legal implications, local
governments may not be required to provide
high-speed wireless computing networks to
obtain complete municipal coverage in the
absence of commercial offerings from the
private sector. Such wireless networks may
arise and evolve autonomously through the
independent actions of individuals driven by
their own economic self-interest. These types
of networks will evolve first in neighborhoods
with higher socio-economic levels, but as
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prices for residential APs drops, LAWNs may
eventually
exist
in
all
residential
neighborhoods.
For those who live in lower socioeconomic neighborhoods, LAWNs can also
serve as a “digital equalizer”. This would
occur if individuals without their own wireless
broadband access could “digitally squat” or
pass through neighborhoods that do have
LAWNs, in order to cross this digital divide.
One effect that may cause LAWNs to
lose their “critical mass density” is increased
knowledge of LAWNs and their consequent
security implications. That is, when enough
AP owners figure out how to and decide to
implement security, it will become much more
difficult to exploit a LAWN. Currently, with
less than half of detected nodes having any
form of security enabled, it is easily possible
for even casual computer users to exploit a
LAWN.
Although there are individuals who
intentionally leave their residential APs
unsecured, this research project did not
attempt to measure the influence of this
specific type of action. Obviously, if more
individuals choose not to secure their APs,
LAWNs will arise more quickly and become
more dense.

to use in the data analysis, this data item was
not available so the mid-point of each income
range was used instead. Also with regard to
income data, the City of San Francisco only
releases such data sporadically, so our income
dataset was a couple of years old.
A second limitation is that little control
was attempted on housing types or lot sizes. It
is possible, since the only control in this regard
was to avoid neighborhoods with large
apartment complexes, that there is a slight
difference in the lot size and/or housing
density in the three different neighborhoods.
However, since all three neighborhoods are
within the city limits of San Francisco, and
land values there are extremely high, it is
unlikely that there would exist lots that are
highly different in size from one area to
another. One additional way to control for
differential lot sizes would be to numerically
count each housing unit, perhaps using an
online satellite mapping service. However,
this process would also be confounded by the
possibility of multiple families, each with their
own AP, living in a single dwelling.
Future Research

Limitations

One future research direction for this
project is to collect data from more
neighborhoods and to collect socio-economic
data in a more precise manner. Since there are
only three data points in Table 1, it is difficult
to either interpolate those results to values
between the three socio-economic levels or to
extrapolate those results beyond the three
socio-economic levels. The ultimate effect of
this is that the concept of a “digital divide” in
LAWNs is not as precise as it could be with
more exact socio-economic data.

There are some limitations to this
research project.
First, data were only
collected in three neighborhoods, and socioeconomic status was determined only in a very
gross manner. Data were not collected about
the socio-economic status of individual census
blocks, which, for larger neighborhoods, is
geographically much more precise than per
capita income ranges. Income data were
provided by the City of San Francisco only for
income ranges. Therefore, while “average
income” would likely have been a better value

The results of this research project do,
however, show with some certainty the
evolution and subsequent appearance of
LAWNs. This evolution has come about due
to the uncoordinated actions of individuals
acting in their own economic self-interest.
The macro-effect of their micro-behavior is
that high-speed wireless computing networks
will arise and evolve. Those networks will
then be able to provide connectivity and/or
mobility for all those who live in or pass
through the neighborhood of coverage.

LIMITATIONS AND FUTURE RESEARCH
This section of the paper describes some
of the limitations that restrict extending the
research results to more general conclusions.
Some future research directions that would
extend the project are then discussed.
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